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(Boger et al., 1999; Boger et al., 1999) misses the contract
fulfillment aspect
Based on a Business Media Framework (BMF) this
paper suggests: 1) an architecture for a container for
secure electronic contracts considering all relevant
aspects of contracting and 2) a contracting framework
that gives an overview over the services and roles that
have to be fulfilled in order to provide legal validity of
the contract. Finally, the implementation of a container
architecture for a secure electronic contract will be
presented.
The concept provided in this paper was developed in
the Secure Electronic Contracts (SeCo) project of the
=mcminstitute of the University of St. Gallen and the
University of Zurich, Switzerland, in cooperation with
several business partners (Gisler et al., 1999).

Abstract
Based on a Business Media Framework (BMF), this
paper proposes an architecture for secure electronic
contracts, which adhere to legal requirements and can be
applied for an integrated management of market
transactions. We propose the use of XML, digital
signatures, and Java technology for secure electronic
contracting. The resulting contract container can be
applied for the support of an integrated information flow
through the different services of an electronic market. In
addition the container holds a control logic, that supports
the management of the contract negotiation and the
contract settlement. The concept provided in this paper
was developed in the Secure Electronic Contracts (SeCo)
project of the =mcminstitute of the University of St.
Gallen and the University of Zurich, Switzerland, in
cooperation with several business partners.
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Introduction

Contracting in Electronic Markets

In this chapter, we provide the framework for the
research methodology in the project and the basic
assumptions that lead us to the container architecture of
electronic contracts.

The utilization of electronic media, their ubiquity and
their virtuality enable totally new and innovative forms of
doing business. Electronic Commerce allows the design
of new products and services, supports the evolution of
new forms of organizations, brings up unprecedented
coordination mechanisms, reorganizes value chains, and
facilitates the emergence of value webs. Although a lot of
research has been done in the field of Electronic Product
Catalogs (Schmid and Linke, 1998), Payment-Systems
(Abad-Peiro et al., 1998), Logistics Services, or systems
to provide a better security infrastructure (Lacoste, 1997;
Herrmann and Günther, 1998), the contracting phase of a
business transaction is still lacking a common
understanding for the problem and the way an optimal
solution should look like.
Development of solutions for the contracting phase
calls for an integrated approach considering legal
requirements on contracts, the negotiation and contracting
process as well as the contract fulfillment processes. But,
aside from the legal issues (Pushkar et al., 1997) most of
the research is dedicated to single aspects of online
contracting. It focuses either on the negotiation (O.N.,
2000) process or on the contract fulfillment process (Lee,
1998). The only existing project with a broad perspective

2.1

The Business Media Reference Model

We define media as information and communication
spaces, which based on innovative information and
communication technology (ICT) support content
creation, management and exchange within a community
consisting of human and artificial agents (Schmid and
Lechner, 2000). We are particularly interested in business
media as one specific type of media. Business media are
defined as information spaces that provide services
necessary for online exchange of goods and values among
members of a business community of agents.
The components of business media as well as their
implementation are structured by the business media
reference model. The Business Media Framework
distinguishes according to (Schmid, 1999) four layers or
views and four action types or basic services. The layers
denote different stages in the design and implementation
of a medium and the basic services refer to generic modes
of interaction. Following the views and services will be
described briefly. For a more detailed description, refer to
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negotiated. The result of this phase is a legally binding
contract which documents the agreed upon obligations of
supplier and buyer in terms of traded products, prices,
delivery and payment conditions
(4) In the Settlement Phase, agents act according to
the negotiated contract, using services offered for this
purpose. In commerce this means, e.g. logistics and
payment services.

(Lindemann and Schmid, 1998; Lechner and Schmid,
2000).
(1) Community View. On this layer, the potentially
interested business community is described and
structured. Therefore, in a first step the relevant business
community and its organizational structure has to be
identified.
(2) Implementation View. On this layer, the roles,
protocols, and processes which have been identified in the
Community View above are implemented based on the
underlying generic services of the Transaction View.
(3) Transaction View. This layer contains the generic
market services that can be seen as independent from the
higher layers. Generic market services are services that
are necessary to complete a Customer Buying Cycle
(CBC).
(4) Infrastructure View. This layer contains
communication,
transaction,
and
transportation
infrastructure and interfaces that provide access to this
infrastructure. It basically serves as the facilitator for the
implementation of the generic market services.
Community
View

Business Community (Roles, Protocol)

Implementation
View

Processes

Transaction
View
Infrastructure
View

Information

Contracting

Intention

Contract

Implications for Electronic Contracts

The Business Media Reference Model as a design
framework for business media reveals the position of
contracting and its interfaces to other services.
Contracting is the bridge between non-obligatory
intentions and legally binding obligations and their
fulfillment. Thus, it has to consider legal aspects in order
to assure validity and to provide interfaces to the other
market phases. The resulting contracts draw from the
information provided in the knowledge and intention
phase by EPCs, document the negotiation process and
provide information for contract fulfillment activities.
Therefore, the information represented in EPCs could
be used as a structured input for the negotiation process
and contracts (Gisler et al., 1999). Logistics Services can
use parts of the contract information as input parameters
for the processes they provide. Payment Services can
similar to logistic services use the information provided
by contracts.
Contracts can therefore provide on the one hand
legally binding agreements between seller and buyer and
on the other hand serve as a file middleware integrating
the market services. In order to achieve such contracts,
the architecture of the contracting services has to provide
the following components:
! the support of an integrated information flow
(workflow components);
! the collection of all legally relevant information
(document management components);
! the interfaces towards the market services to
exchange
the
contracting
information
(communication components);
! secure communication between all agents involved in
a market transaction (security components).
In the next section we will present the concept of a
contract container and contracting services, which meet
the above requirements.

Settlement

ICT- and Transaction Infrastructure

Knowledge

Figure 1.

Offers
Demand

2.2

Settlement

The Business Media Framework (Schmid,
1999)

The basic services have to provide generic modes of
interaction for the fulfillment of the different stages of a
Customer Buying Cycle. The following phases can be
identified:
(1) In the Knowledge Phase information about the
offered products, the supplier and selling conditions is
provided. Access to the information is enabled by
information and product catalogs and different search
engines.
(2) In the Intention Phase, agents signal their
intentions, derived from the knowledge in the knowledge
phase, and from their desires and goals. Offer, counter
offer and demand are the prevailing form of expressed
intentions in business media. Services like electronic
product catalogs (EPC) support this transaction phase.
They provide an initial offer from the supplier and can be
applied by the buyer for the formulation of counteroffers.
(3) In the Contracting Phase, the agents negotiate
contracts starting from the initial offers presented in the
EPC. In case of business media selling contracts are

3

3.1

The Contracting Container and
Contracting Services
The SeCo Container Architecture

The above requirements and implications for
electronic contracts lead us to a container architecture
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with the components
communication layer.

logic,

information,

(2) What Block: What product or service is the
object of the contract. This information is usually
imported from the product catalog.
(3) Condition Block: What are the settlement
conditions of the transactions. This includes usually the
payment and delivery conditions, which are again
available in the EPC.
(4) Legal Block: Under what legal circumstances
came the parties to a mutual agreement. This covers e.g.
the legal terms of the agreement as well as the arbitration
code.
In the unstructured part of the information layer,
documents could be added that are collected throughout a
market transaction. This will allow the parties to insert all
the information that is legally relevant but not provided in
a special format. E.g.: Delivery receipts are usually
provided as regular e-mails. These documents will be
attached to the contracting container and treated like a
regular part of the information layer.
In a negotiation process, data will be changed until the
state of the container indicates a legally binding contract.
For the information layer of the contracting container we
use a set of documents with changeable and nonchangeable sections. In order to have a document history
we propose to generate a new document for each step of
the contracting process. This new document inherits
certain attributes either from the container settings or
from already existing documents.

and

SeCo Container
Logic Layer
SeCo Container
Information Layer
Communication Layer
Community

Business Community (Roles, Protocol)

Implementation
View

Transaction
View

Infrastructure
View

Processes

Information

3.1.1

Contracts

Settlement

ICT- and Transaction Infrastructure

Knowledge

Figure 2.

Offers
Demand

Intention

Contract

Settlement

The Contracting Container Architecture

The Logic Layer

On the logic layer, the workflow logic of the business
transaction is designed, managed, and performed. E.g.:
The logic layer can manage the monitoring of the
contracting process through checking critical dates and
values, and through performing actions like reminding the
outstanding signing of the contract or the non-performing
of the delivery. The logic layer can be implemented either
as mobile code that runs on the client side or as a market
service that runs on the server side. Important is logic
layer's secure access to the information structured on the
information layer.
If the process logic is provided by the generic market
services, the internal state of the container is changed with
every communication act. If there is a more sophisticated
process logic represented within the contracting container,
each internal operation invokes a change of the internal
state.

3.1.2

3.1.3

The Communication Layer

The communication layer includes all protocols
necessary for the communication with the generic market
services and the contracting parties. Assuming established
standard communication protocols for all generic market
services, the contracting parties and the contracting
container have to apply these protocols in order to initiate
communication with the services.
The communication layer also includes the
communication security for the message passing. Using
this design, data of the information layer cannot be
changed without having the proper authentication, which
is checked by the communication layer. This
authentication check requires to archive information on
contracting parties, such as their individual access rights
and their identification. The identification of contracting
parties can be accomplished through the use of Public
Key Infrastructure (PKI).

The Information Layer

The information layer provides data storage and
contains the contract information. The data of the
information layer contains a structured and an
unstructured part. In the structured part, all the
information is stored that is subject to further processing
in the contracting or settlement phase. The structured part
itself is divided into the following four blocks:
(1) Who Block: Who is involved in the business
transaction. In this Block the involved parties are
described.

3.2

Contracting Services

Within a Contracting Domain all agents interact in a
legally enforceable contracting environment in order to
achieve an agreement, to enforce the performance, and, in
case of non-compliance, to arbitrate contract disputes. By
Contracting Domain we refer to the legal environment
(e.g. Schweizer Obligationen Recht, OR; Handels-
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The Repository Service (RS) provides contracting
domain wide information that is mainly used by the
Validation Service but also contributes information
services to all contracting parties.
All these services must have well-defined interfaces
on which the actual processes could be implemented. A
requirement to support an entire market transaction in an
open environment is the access to all generic services of
different market phases through standardized interfaces.

gesetzbuch , HGB) in which contracting processes take
part.
Milosevic (Milosevic, 1995) suggests a number of
services necessary to enable two parties to come to a
mandatory agreement and to settle the obligations.
Community
View

Business Community (Roles, Protocol)

Implementation
View

Processes

4
Transaction
View

Infrastructure
View

Information

Offers
Demand

As has been mentioned above, the SeCo Container can
be seen as an information object that contains all
information that is important to describe the workflow
logic necessary for contract fulfillment (logic layer), all
data that describes the terms that have been agreed upon
between the contracting parties (information layer) as
well as all information about needed communication
protocols (communication layer). In order to make this
data accessible to the various services within the
contracting phase as well as in other phases of a market
transaction, it is necessary to structure it in a way that
allows to codify the semantics of the data in the same
document.

ICT- and Transaction Infrastructure

Knowledge

The SeCo Container Implementation

Settlement

Intention
Contract
Contracting
ServicesSettlement

Validation
Services

Negotiation
Services

Monitoring
Services

Enforcement
Services

Arbitating
Services

Repository
Services

Figure 3.
Generic Market Services within the
contracting phase of the Business Media Framework
The Validation Service (VS) supports the process of
ensuring that a contract satisfies certain contract validity
rules of the nominated contract domain. E.g.: It has to be
checked whether there are items in the contract which are
not in accordance with existing export laws or which
would not be accepted by the contracting parties.
Negotiation Service (NS) supports a multi-step process
in which parties with conflicting interests come to a
mutual assent regarding the terms and conditions of the
contract. Based on predefined contract templates,
negotiation can be regarded as the refinement of a
contract template into a mutually agreed contract.
The Monitoring Service (MS) deals with the process of
observing activities and furthermore measures the
performance of parties that are determined by a contract,
with the aim of ensuring that those activities correspond
to the contract. In the case of non-performance, the
Monitoring Service will have to inform the enforcement
service to initiate an enforcement activity.
The Enforcement Service (ES) supports the process of
indicating that the contract has not been honored by
another party and performs the resulting corrective action.
The ES can be divided into two sorts of actions:
! Proactive enforcement including all actions that can
be enforced within the current market transaction;
! Reactive enforcement including all actions that
protect market members from future nonperformance (e.g. black lists, ranking).
The Arbitrating Service (AS) helps in settling a dispute
between the contracting partners within the electronic
business medium. The AS requires the specification of the
arbitrating court in the arbitration clause of the contract.

4.1

The Container Structure

For structuring the data of the SeCo Container XML
(Bray et al., 1999) was chosen as a suitable format. This
allows the individual contracting services (i.e. contract
monitoring) to easily access data in the container, and, at
the same time, supports the openness to services other
than contracting. A Data Type Definition (DTD) defines
a document template for the container which specifies not
only the data structure but can also be used to express the
semantics of the SeCo Container elements. Figure 4
shows the basic structure of the SeCo Container.

Contract
Content
Product Description
Agents
Legal Terms
Conditions
SignatureBlock
Log Entries
Status Info

Figure 4.
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Basic Structure of the SeCo Container

start services in the contracting phase or of services in
other phases of the market transaction, e.g.. the start of the
payment process after the shipment. In addition, a log
entry may also contain related documents (e.g. a receipt)
that can be integrated into the SeCo Container either by
reference or by directly embedding the data into the
container by means of BASE64 encoding (Borenstein and
Freed, 1993). Such entries represent the unstructured part
of the information layer as it is mentioned in Sect. 3.1.2.
Finally, there is a status section that holds information
about the current state of the SeCo Container. It can be
used as a quick reference for queries for the status of a
contract and may also answer queries for the payment and
the delivery status if the applied payment and delivery
protocols support exchange of status information. The log
and the status section contain data representing the logic
layer, and, therefore, support horizontal integration by
providing process information needed for contract
monitoring.
The above described document structure for the SeCo
Container implements all parts of the SeCo Architecture
as it is proposed in chapter 3 of this paper. In order to
validate the applicability of the XML SeCo Container, a
prototype has been built that implements a subset of the
contracting services.

For each market transaction that covers all transaction
phases from the first offer until the fulfillment of the
agreed upon liabilities, a new SeCo Container is created
according to the structure defined by the DTD. A SeCo
Container contains at least one contract section that, in
turn, can be divided into a content section and a signature
block.
The content section contains all data that is relevant
for the contract and that the contracting parties have to
agree on. Therefore, this section represents the structured
part of the information layer. It includes
! the product or service descriptions with agreed upon
quality or specifications of all products and services
the customer intends to purchase;
! the identification and address data of the contracting
parties (mandatory), as well as other involved market
agents such as an arbitrator, a recipient other than the
customer, or a notary (optional);
! the delivery and payment conditions together with the
communication protocols applied in the integration of
payment and logistics services (i.e. SET);
! the legal terms of the contract as well as the
arbitration code.
This data is represented at a very fine grained level in
XML. In order to facilitate the interoperation with other
transaction services (E.g.:. payment services), parts of the
contracting container DTD comply with the Internet Open
Trading Protocol (IOTP) (Burdett, 1999). DTD.
Since the information stored in a SeCo Container
describes the rights and obligations of the contracting
parties, it is desirable that the contract is protected against
unauthorized manipulation. Therefore each contract
section has a signature block which holds the digital
signatures signing the content section. Furthermore, the
signature block contains the corresponding X509
certificates (Solo et al., 2000) that hold the public keys of
the signers. Thus, the contract section of a SeCo
Container includes all data that is necessary to
authenticate the contracting parties and to guarantee the
non-repudiation of origin of the content. Authentication is
provided by a certification authority which therefore
implements part of the Repository Service RS.
Supporting the contract negotiation, each container
can hold more than one contract section, which allows
tracking of the historical evolution of the contract.
However, at any given time, there is only one valid
contract section, that can be distinguished by a time
stamp. The most recent contract section represents the
current state of the contracting process.
In order to support the contracting process, a SeCo
Container holds two more sections:
A log section logs the events that occur during the
contracting process, as well as any relevant information
that arises during the fulfillment of the contract. The
information of the log section primarily supports the
monitoring service. It allows to trigger events according
to the current state of the contract. These events could

4.2

Implementation Status

The prototypical implementation fully implements the
proposed SeCo DTD. The software architecture is based
on a classical three-tier architecture using a Java applet as
client, servlets to implement the contracting services and
an XML-Server back-end. Contracting services
implemented so far include the Validation Service that
enables the verification of the content section of the
container. The verification is based on the digital
signatures as well as on the authentication of the
contracting parties who signed the content by means of
embedded X509 certificates. Furthermore the Negotiation
Service is fully implemented allowing any number of
negotiation steps during which parts of the content section
can be altered by the contracting parties. The Monitoring
Service currently only supports the monitoring of the
negotiation process by a simple merchant interface that
provides information about the current negotiation status
of the single customer. In addition a simple e-mail
notification service supports asynchronous negotiation.
The Enforcement Service and the Arbitrating Service
(AS) are currently not implemented, although the PKI
applied in the prototype can be seen as proactive
enforcement in a sense that offers made cannot be
repudiated by any party. This may also aid the AS. The
Repository Service is not implemented, though part of
this service is provided by Certification Authorities (CA)
that can be used by the prototype for the authentication of
contracting parties.
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In order to provide horizontal integration between the
contracting phase and other phases of the market
transaction, Java interfaces have been specified that
enable the integration of Electronic Product Catalogs
(EPC). This allows the Contracting Service to offer its
service to any existing EPC. Interoperability with the
payment and logistics services of the settlement phase is
not implemented by the prototype and should be part of
future research efforts.

5

Summary and Outlook

In this paper, we have developed a container
architecture for electronic contracting, which meets the
requirements identified in the analysis of open electronic
markets. These requirements are the integrated
information flow, the document collection function, the
generic interfaces for market services, and the secure
communication between the agents. The container is
implemented in XML. All layers of the container
architecture discussed in this paper are represented in the
XML structure.
Future research focuses on the following issues:
(1) Implementing the services not covered by the
current prototype;
(2) Defining generic open interfaces for the market
services in order to facilitate the horizontal integration;
(3) Enhancing the container structure towards a
recursive contract structure that allows to build
hierarchies of contracts.
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